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As reported in our last Roundup the FCA published released its final rules and guidance in July to
enhance conduct standards in retail markets, drive cultural change and instil customer trust. On
31 July 2023, the Consumer Duty will apply to existing products and services that are open to sale
or renewal and the following year the Duty will apply to all closed products and services.
However, there are two important milestones before July 2023 that firms should be aware of. 

The first is that by 31 October 2022, firms’ boards (or equivalent management body) should agree
and sign off their implementation plans. The implementation plan should include gap analyses,
impact assessments, road mapping of customer journeys from product design to distribution,
reviewing complaints processes and customer reviews etc. The focus should be on identifying
and evidencing where risks of harm and good/poor outcomes might arise at every stage of a
customer’s journey and how they have been challenged. Firms should be prepared to share
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As always we’re here to help and so
please feel free to contact us if any of
these articles prompt you to think about
how we might work together to meet 
your needs. In addition, please do not
hesitate to contact me at
richard.corbyn@complyport.co.uk with
your thoughts, ideas and feedback on
how we can make the Roundup even
better. We’d love to hear from you! 
 

  ello, and welcome again to
Complyport’s Regulatory Roundup
for our monthly digest of regulatory
updates and news items that we
believe will be of interest to you. 
 You’ll see that some of our stories
contain links to sources giving you
more detailed insights, including to
our recent Webinars on Consumer
Duty and REP-CRIM reporting. 
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implementation plans, board papers and minutes with the FCA and be challenged on their
contents. The boards should oversee the implementation plan and ensure that is it being
delivered on time and meets the right standards. 

The next milestone is that by the end of April 2023, product manufacturers, i.e., firms that have
a material influence over the aspects of the design, target market or performance of a product or
service, must complete reviews needed to meet the four outcome rules (products and services,
price and value, consumer understanding and consumer support) of existing products or
services and reach out to Distributors, i.e., firms that have a material influence over the
distribution of a product or service (e.g. intermediaries). Firms must also notify the FCA of any
material issues that arise before the implementation period, such as withdrawing products or
services. Additionally, boards will need to ensure that they are complying with the Duty by the
end of July 2023.

appointing a Duty Champion (ideally a NED)
holding senior managers accountable for ensuring the Duty is embedded
annually assessing whether the firm is delivering good outcomes
ensuring governance, leadership, policies and strategies lead to good outcomes
designing a risk matrix that identifies retail customers and vulnerable customers in the
distribution chain
reviewing all staff training for senior managers on vulnerable customers, communications
etc. 
ensuring staff members are trained on the new Conduct Rule 6 

establishing which products and services are affected by the Duty across the whole business
lifecycle
identifying the needs, characteristics and objectives of its target market and how it will meet
them
identifying retail and vulnerable customers in the distribution chain
factoring in how new products and services will fit into the Duty

Firms need to ensure they are delivering good outcomes which are achievable by good
governance. Boards must embed a culture that is orientated around the four outcomes, firms
can do this by:

In relation to the four outcomes, firms should be thinking about the following:

For products and services:
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undertaking a gap analysis
conducting an impact assessment
undertaking skills analyses of staff
reviewing product/service channels
reviewing customers’ journey
reviewing communications
monitoring and reviewing complaints
reviewing customer reviews
reviewing vulnerable customer’s processes
and policies

demonstrating that the value of products and services is reasonable to the price, and
evidencing this through a price assessment

identifying and reviewing all consumer communications, including financial promotions
identifying and reviewing all customer channels, i.e., ensuring you meet customers’ preferred
method of contact
identifying and understanding the target market and how you will meet the customers’ needs

Price and value:

Consumer understanding:
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ensuring you meet the customer’s needs
having processes in place for vulnerable customers
ensuring you meet customer’s financial objectives

Consumer support:

The FCA is expecting firms to undertake a risk-based approach and prioritise the
implementation work that is likely to have the biggest impact on consumer outcomes. 

To prepare, firms could be:

Webinar Recording: How Ready Are You for The FCA’s
New Consumer Duty Rules?
As reported above, firms impacted by FCA’s Consumer Duty need to be aware that adequate and
robust implementation requires a tailored approach, specific to the consumer needs of each
firm. The needs of the consumer will be as unique as the firm itself, and the implementation
plans need to reflect this. Alongside this, they also need to consider the impact on their own
business and their interactions with other regulated and non-regulated third parties within their
implementation and delivery plan.
Please find a link below to the recording of our recent Webinar available for you to watch.

How Ready Are You for The FCA’s New Consumer Duty Rules?:
https://complyport.com/webinar-recording-how-ready-are-you-for-the-fcas-new-consumer-duty-
rules/

https://complyport.com/fca-authorisation-the-regulation-of-buy-now-pay-later-credit-firms/
https://complyport.com/webinar-recording-how-ready-are-you-for-the-fcas-new-consumer-duty-rules/


The reason for change
In August 2022, the Financial Conduct Authority (FCA) released their highly anticipated policy
statement setting out new rules to overhaul the Appointed Representatives Regime. These
changes, issued within PS22/11: Improvements to the Appointed Representatives regime, aim to
address the significant shortcoming the FCA has identified within the regime that are causing, or
risk causing, significant harm to consumers. 
Through analysis of FSCS and FOS complaints data, thematic reviews as well as Treasury Select
Committee reports, the FCA found that:

A U G U S T  -  S E P T E M B E R  2 0 2 2R E G U L A T O R Y  R O U N D U P

Changes to the FCA’s Appointed Representative Regime

from 2018 to H1 2019, principals and ARs accounted for 61% of the £1.1bn value of FSCS
claims,
on average, principals cause 50 to 400% more supervisory cases and complaints than non-
principals, and
supervisory cases were higher for principals across all sectors (general insurance &
protection; investment management; retail investments; retail lending and wholesale
financial markets).

ARs providing information which is misleadingly presented or difficult for consumers to
understand, or
ARs offering products and services that are not fit for purpose or are not appropriate for the
consumers they are being targeted at and sold to, as well as
ARs acting outside the scope of their appointment

The FCA has determined that insufficient oversight of appointed representatives by principal
firms as well as inadequate systems and controls have led to the increased consumer harm. The
policy statement lists some AR activity the FCA have focused on rectifying such as:

What will change, for who, and by when?
At a high level the new regime will bring change in two areas:

Firstly, the FCA want to have clearer oversight of the AR regime and will now request more
information on ARs from principals and introduce more extensive notification
requirements as well. 

Secondly, the FCA want to strengthen principals’ responsibilities for their AR’s and ensure
there is clarity among all principal firms of the expectations the FCA have.

The changes, to be found in the SUP Sourcebook (Chapter 12), will take effect on 8 December
2022 following a four‑month implementation period. All principal firms and appointed
representatives will be affected.



Apply enhanced oversight of their ARs, including ensuring adequacy of systems and controls,
sufficiency of resources and monitoring AR growth
Take more effective responsibility for their ARs, including by monitoring and assessing the
risk of harm to consumers and market integrity and overseeing ARs to a comparable
standard as if they were employees of the principal
Have clarity on the circumstances where they should terminate an AR relationship and assist
ARs with an orderly wind down
Annually review information on ARs’ activities, business and senior management. 
Principals will also need to prepare a self‑assessment document at least once a year, covering
how they meet the requirements of the policy.

Responsibilities of principals and the FCA’s expectations
Below is a summary of the main ways the new rules will change principal firms responsibilities for
their ARs 
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Principals must notify the FCA of future AR appointments 30 days before the appointment
takes effect
Within 60 days of the rules coming into force (8th December), principals must provide
information on their existing ARs
 The FCA intend to issue a Section 165 data request in December 2022
Principals provide complaints data and revenue information for ARs on an annual basis
Principals will need to notify the FCA whether they provide currently, or intend to provide,
regulatory hosting services

What are the enhanced reporting and notification requirements?
Below is a summary of the main changes to the AR reporting and notification requirements for
principal firms

How can Complyport Help?
If this article has prompted any questions about the new Appointed Representatives regime;
how, if at all, it may affect your firm, what will be needed for the Section 165 data request, the
FCA’s expectations of principal firms, or perhaps you require assistance in order to comply with
the updated rules by the implementation deadline, then please contact Jonathan Greenstein via
jonathan.greenstein@complyport.com to book in a free consultation.

https://www.handbook.fca.org.uk/handbook/EG/3/2.html


the dangers of taking on debt that customers cannot afford to repay
the ramifications of missed payments
the negative impact on the customer’s credit file
relevant information regarding charges becoming payable

The FCA has recently issued a warning towards Buy Now Pay Later (BNPL) firms, by scrutinising
the way the firms promote their financial products. More specifically, it is now a criminal offence if
firms do not receive approval from an FCA authorized firm regarding their financial promotions.
BNPL firms must always commit to the guidelines set by the regulator in ensuring that their
promotions are clear, fair and not misleading.

With the recent announcement of the Consumer Duty’s principles and rules by the FCA, the
regulator is making clear that its consumer-oriented approach is here to stay. Thus, BNPL firms
who promote the benefits of their products without emphasising:

will be held responsible, and criminal or regulatory enforcement powers may be used against
those firms that don’t measure up.

Execution of oversight regarding ESG
issues relevant to the FCA as regulator
and operationally;
Relevant emerging ESG topics and issues; 
How the FCA should develop its ESG
Strategy, keeping in line with the
statutory objectives and regulatory
principles. 

Earlier in 2022, the FCA established the ESG
Advisory Committee tasked with ESG related
responsibilities, including governmental
targets of hitting Net Zero by 2050. The
Committee will also provide advice to the
FCA’s Board on:
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External Experts to Help FCA with ESG Issues

FCA Warning for Buy Now Pay Later Firms

The Committee will be comprised of a small number of external experts with strong ESG
experience within the financial sector. These members will be appointed by the Board and with a
commitment to ensuring diversity of the members reaffirming the FCA’s commitment to the
promotion of Diversity and Inclusion in Financial Services. 

The expectations are that the Committee will meet for the first time in Q4 2022, with regular
Quarterly meetings their after, but held more frequently if necessary. So watch out for more ESG
material and initiatives from FCA over the coming months. 



A U G U S T  -  S E P T E M B E R  2 0 2 2R E G U L A T O R Y  R O U N D U P

So far, breaches of the above requirements have led to 4,226 promotions from BNPL firms being
changed and/or withdrawn. 

The impact of the cost-of-living crisis has highlighted the importance of firms following the rules
set by the regulator, especially with consumers having to make more difficult and cautious
decisions about their finances. Vulnerable customers should also be taken into consideration by
firms, as their vulnerability could be exploited if misleading promotions lead to subsequent
financial losses. 

Advertisements should be prepared with the appropriate information, guidance, and fairness, in
order for consumers to proceed with proper and informed decisions. 

Terms setting out what happens if a consumer cancels the contract for purchases funded by a
BNPL loan
Terms enabling the firms to terminate and/or suspend a consumer’s account or access to
services
Right of set-off terms
Continuous payment authority terms

From this we can see that in an effort to minimise harm to consumers, the FCA has been
continuously scutinising firms’ promotional activities. The FCA also recently held a roundtable
event with BNPL firms, where they reminded firms of obligations under the Consumer Rights Act
in order to foster change and provide guidance to alter the potential unclear and misleading
terms within BNPL contracts such as:

The regulator is closely monitoring the market and engaging with BNPL providers in order to
ensure the abovementioned expectations are met, and firms are compliant with the financial
promotion rules.



Financial Crime

Fighting financial crime from the point of view of the
FCA
Fighting financial crime underpins the FCA’s priorities and it is taking action at pace on areas from
spotting sanctions-busting to driving improvements on money laundering controls and raising
consumer awareness.

At the Financial Crime Summit – 1LOD on 7th September 2022, Sarah Pritchard, Executive
Director, Markets, of the FCA delivered a speech on fighting financial crime in relation to the force
multiplier effect. Below are the main discussion points:

First responders
Technology has made leaps and bounds in terms of spotting scams, detecting fraudulent
transactions, and applying smart and automated data sourcing to set up effective remediation
processes. That being said, people still have to do most of the heavy lifting.

All hands-on deck
Curtailing and hindering the efforts of criminal actors, can only be accomplished as a result of a
range of coordinated actions and efforts, in the form of agile and dynamic responses.
Additionally, the best way of getting ahead of this new wave of financial crime is through being
alert and through joined up action and joined up intelligence.
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Professionals in firms scanning and
being alert to red flags;
Staff using their human knowledge and
instinct to interpret the clues from
conversations and ‘customer’ behaviour;
Latest technology identifying unusual
patterns of activity;
Information shared with regulators and
law enforcement.

Force multiplier effect
No one is unaffected by financial crime and
in order to limit and defeat it, systemic
responses and effective defences are
needed.

The FCA relies on:

Collective efforts from all actors in the
industry are needed to keep the system
healthy.



This is a summary of a recent article form our website. To read the full article please
follow this link:  https://complyport.com/fighting-financial-crime-from-the-point-of-view-of-the-
fca/

Discharging their tools more rapidly (eg moving more quickly to formal Enforcement action) ,
driving improvements in firms’ controls and issuing warnings where harm is identified as well
as quickly flagging up names on warnings and getting behind fraud awareness campaigns
Sharing more examples of good controls and bad controls – so that everyone can learn and
improve their responses
Sharing findings from recent reviews of challenger banks
Alerting firms to system weaknesses that could be exploited – such as weak customer due
diligence and insufficient rigour in dealing with transaction alerts

The FCA is changing by:
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Thinking ahead
Foiling crime is about thinking ahead and acting at pace before threats increase exponentially.
For example, ongoing sanctions work remains important to the FCA, and it can only be
successful by using data and intelligence to identify firms with potential weaknesses in controls,
and then using data tools to test the effectiveness of those firms’ sanction screening systems.
Consequentially, a firm’s sanction screening process needs to be tailored and suitable for each
firm’s customer and business profile.

The fight against financial crime should not be lonely
A whole system response is required to effectively limit the threat of financial crime, which
should never be left to one team or one person within an organisation. It takes action and
vigilance across all sectors in the UK, from the Home Office, to the NECC, the NCA, the Treasury,
other regulators, as well as partners in the private sector, who are the FCA’s eyes and ears on
the ground.

https://complyport.com/suspicious-activity-reports-sars-to-report-or-not-to-report/
https://complyport.com/suspicious-activity-reports-sars-to-report-or-not-to-report/
https://complyport.com/fighting-financial-crime-from-the-point-of-view-of-the-fca/


AML/Fraud policy & training reviews
Transaction monitoring / reporting framework reviews
Vulnerable Customer Management framework reviews/audits/gap analysis
Financial crime health checks and audits
Implementation of financial crime, AML, CTF, ABC, Fraud and market abuse controls and
frameworks
Ongoing advice on financial crime, AML, CTF, market abuse and fraud prevention
Authoring/reviewing financial crime policies
Outsourced MLRO support
Outsourced KYC and CDD support
Assistance in identifying Politically Exposed Persons (PEPs)
Assistance in navigating international sanctions
Support with preventing market abuse and insider dealing
Expert Witness in Financial Crime cases
Forensics and Investigations
Design and/or delivery of online or face to face financial crime training

Services offered by Complyport include:

If this article has raised any questions, or you think your firm may require assistance, please
contact either Martin Schofield via martin.schofield@complyport.co.uk or Jonathan Greenstein
via jonathan.greenstein@complyport.com to book in a free consultation.
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Anti-Financial Crime Support – How can Complyport Help?
Our experienced Financial Crime and Forensics team led by Martin Schofield—one of the world’s
leading specialists in the field—brings a wealth of experience to every project. Our highly
experienced financial crime professionals and forensic experts, in subjects such as anti-money
laundering, counter terrorist financing, anti-bribery and corruption and fraud and regularly help
our clients navigate the complexities of the financial crime and money laundering environment. 

mailto:martin.schofield@complyport.co.uk
mailto:jonathan.greenstein@complyport.com
https://complyport.com/financial-crime-and-forensics-support-services/
https://complyport.com/who-we-are/our-management-team/martin-schofield/


Framers,
Shippers,
A person just providing contact information, provided they do not “actively
participate/transact” in purchase/sale transactions,
Introducers, unless they receive a financial value which directly relates to their active
participation as an intermediary in the sale/purchase of a work of art,
Artists selling their own work, whether as an individual/sole practitioner or through a
business they own,
Artists’ estates selling the work of a deceased artist,
A person or entity who rents out art if the rental agreement provides for ownership of the
artwork to pass to the renter at the end of a specified period.

From this definition, it becomes clear that the following are not classified as intermediaries:

Whilst providing some clarity on certain aspects of AMPs, the updated guidance fails to give a
definition of what it means by “actively transacts”.
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The UK’s Anti Money Laundering Guidance has been updated, resulting in clarification for Art
Market Participants (AMPs) on who its customers are.

With the update, comes some clarity relating to who falls into the “regulated art sector” and who
represents the customer as far as KYC/CDD checks are concerned.

The Money Laundering Regulations 2017 apply to AMPs who are defined as traders or
intermediaries in the sale or purchase of works of art valued at €10,000 or more.

However, who exactly was an intermediary was up until now undefined, and the amended
Guidelines clarify that an intermediary is “someone who, by way of business, actively transacts in
the sale or purchase of works of art on behalf of a seller or buyer under whose authority they
act”.

The Guidelines confirm that an intermediary could be an agent or an art dealer including an art
gallery, auction house or an online sales platform that is conducting relevant activity by selling to
UK customers, even if not physically present in the UK.

The UK’s Anti Money Laundering Guidance has been updated



Firms should be prepared to submit a complete REP CRIM return which requires their financial
crime compliance framework to be organised in such a way that collecting the relevant data is
not a resource intensive exercise, or potentially worse still an impossibility.

Whereas the data assists the FCA in focusing its resources, it also enables them to identify firms
that fail to be able to produce comprehensive and meaningful data which could well trigger
some specific attention from the FCA to those firms.

REP-CRIM review and support
Please find a link below to the recording of our recent Webinar available for you to watch.

At Complyport, provide a REP-CRIM submission review service where we review and comment on
the quality, accuracy and completeness of a submission, which at least for a first submission, can
be very helpful. To discuss this service in more detail, please email jan.hagen@complyport.co.uk
or sana.malik@complyport.co.uk to book in your free consultation meeting.
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Listen to our webinar: https://complyport.com/webinar-recording-what-firms-need-to-know-
about-a-rep-crim-submission/

A few months ago, the FCA extended its
existing annual financial crime reporting
obligation (termed the “REP-CRIM” by the FCA)
to a broader range of firm types. This change
brought a further 4,500 firms into the scope of
this reporting obligation.

The FCA first introduced the REP-CRIM in July
2016 for certain firms, including all UK banks
and building societies. This currently consists
of around 2,500 out of approximately the
22,000 firms that the FCA supervises for
compliance with the Money Laundering
Regulations 2017 (as amended).

Webinar recording – What firms need to know about a REP-
CRIM submission

The REP-CRIM return provides the FCA with data on some of a firms’ financial crime risks, such as
the number of their high risk jurisdictions and customers, including politically exposed persons
(PEPs), the number of suspicious activity reports, data in respect of sanctions screening and
views on prevalent frauds. The data collected will, in the FCA’s view, inform its supervision and,
potentially, enforcement strategies through a data driven risk-based approach.

For those now being brought within scope of REP-CRIM, the new rules came into force on 30
March 2022 and each firm must now submit their REP-CRIM within 60 days of their first
Accounting Referencing Date.

https://complyport.com/suspicious-activity-reports-sars-to-report-or-not-to-report/
https://complyport.com/webinar-recording-what-firms-need-to-know-about-a-rep-crim-submission/


On the 17th August 2022, Crypto.com, a fast-growing cryptocurrency and financial services
platform serving over 50+ million customers around the world, announced its regulatory
approval by the Financial Conduct Authority (FCA) as a registered crypto-asset provider in the UK.

This means the firm will be able to offer an array of products and offerings to UK consumers. This
represents a significant milestone for Crypto.com and in general for the crypto sector, especially
given the high level of scrutiny from the FCA directed towards firms offering crypto-asset
services.

During March 2022, the firm made some strategic senior hires in the UK, by appointing Nick
Charteris as UK General Manager, and Rosie Donachie as Global Head of Sustainability and ESG,
in order to assist the  firm with its expansion in the UK market.

Crypto

Crypto.com Acquires FCA Registration

Crypto.com’s CEO Kris Marszalek stated at the time “The UK represents a strategically important
market to Crypto.com”. He also went on to highlight the importance of effective communication
and collaboration between the FCA and the senior leadership team at Crypto.com.

This is not the only regulatory license that the firm has been seeking to get under its belt. They
have recently acquired an in-principle approval from the Monetary Authority of Singapore (MAS)
as a Major Payment Institution, provisional approval of a Virtual Asset License from the Dubai
Virtual Assets Regulatory Authority (VARA), a Virtual Asset Service Provider registration in South
Korea (FSS), amongst others.

The news makes Crypto.com one of only 37 firms to have been approved by the FCA as crypto-
asset providers, whilst hundreds of others have instead withdrawn their applications as a result
of feedback from the regulator.
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Crypto
Crypto Registration in the UK: The “Do’s and Don’ts”

The FCA does not want to be a barrier to entry for firms looking to get registered. Firms
should always seek to comply with the FCA’s rules and requirements. 
Once applications are opened, a decision will be made within 21 days.

Submit a clearly structured business plan, stating what services the business will provide and
how it will provide these services. 
Explicitly outline the business relationships the business intends to have.
Employ the appropriate resources to review, escalate and file SARS when necessary.
Commit to robust KYC, EDD procedures and up to par transaction monitoring.
Applications should be as complete as possible.

Don’t submit risk assessments and policies that are not specifically tailored to the firm’s
specific business model and practice.
Make the mistake of thinking compliance is only for the compliance department. Senior
managers need to be aware of the financial crime risks their business may face and
understand the regulations as well.
Replay/repeat what the MLRs say in the business’ AML documents. The FCA knows this.
Instead explain how the company will adhere to these regulations.
Do NOT use off the shelf, generic or high-level documents to make up the business’ AML
infrastructure.

Since January 2020, UK cryptoasset businesses have been required to register with the FCA for
the purposes of anti-money laundering supervision under the Money Laundering Regulations
(MLRs). Moreover, as of August 2022, approval is now required by the FCA before acquiring
direct/indirect control of an FCA-registered cryptoasset business. The application of the change in
control regime to FCA-registered cryptoasset businesses is intended to close a gap that enabled
businesses to bypass this registration by acquiring cryptoasset businesses that were already
registered, potentially enabling the acquiring business to undertake illicit activities before the FCA
could act. 

For firms contemplating a crypto asset registration with FCA we provide below a short summary
of key “hints and tips”.

FCA Application process

Do’s

Don’ts 
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Crypto

Webinar recording – FCA Cryptoasset Registration:
what firms need to know in 2022

Finally, with regards to the FCA interview process, the FCA has increased the level of scrutiny
within their risk committee. Firms make sure that Executive directors (SMF3) and all senior
managers and not only the nominated officer (SMF16&17) knowledge and understanding of the
firm’s AML and Financial Crime processes must be observed by. All functions need to be on the
same page as FCA does not want to see companies rush through the process and then looking to
patch the holes if something goes wrong. The FCA wants companies to get it right the first time.

If you are contemplating a crypto asset registration with FCA, whether it be the registration
process itself, or assistance with writing or reviewing the adequacy of your AML policy and
procedures, or financial crime business wide risk assessment, we can help every step of the way.
Additionally, we can help train your Money Laundering Reporting Officer and/or your staff in
financial crime prevention, covering topics such as AML/CTF, bribery, fraud, market abuse, data
protection and whistleblowing. 
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Listen to our webinar: https://complyport.com/free-webinar-fca-cryptoasset-registration-what-
firms-need-to-know-in-2022/

Senior management oversight
Independent audit
Record keeping
Training
Keep management informed

Key take aways for a business seeking crypto
registration:
1.     Know the financial crime risk your business is
exposed to 
2.     Define a clear financial crime prevention
framework with regards to your governance and
procedures
3.     Implement controls in the form of

https://complyport.com/suspicious-activity-reports-sars-to-report-or-not-to-report/
https://complyport.com/free-webinar-fca-cryptoasset-registration-what-firms-need-to-know-in-2022/


Criminal proceedings against eight individuals over the alleged unlawful accessing and obtaining
of people’s personal information from vehicle repair garages to generate potential leads for
personal injury claims have been commenced by the Information Commissioner’s Office (ICO).

The ICO’s involvement in criminal proceedings of this nature is not without precedent but is still
relatively rare.

The ICO allege that the activity took place across the UK between 1 December 2014 and 30
November 2017, with the defendants allegedly having conspired together to access and obtain 
  

Deutsche Bank to pay seven-million-euro settlement
fine following a money laundering investigation
German prosecutors have agreed a
settlement fine of seven million euros with
Deutsche Bank AG for money-laundering
misdemeanours concerning relatives of the
Syrian Dictator Bashar al-Assad. In addition,
the bank has agreed to accept a penalty
notice after its failure to file 701 suspicious
activity reports (SARs).

The investigation also included a raid in
Deutsche Bank AG’s headquarters in
Frankfurt. Prosecutors stated that Deutsche
Bank AG failed in responding to numerous
red flags and investigating its own
involvement in suspicious transactions
relating to very high-risk figures within the
Assad family.

According to the prosecutors, as Deutsche
Bank did not have a duty to look into the
customers of the lender it worked for, the
criminal investigation against Deutsche Bank
had to be dropped. Since then, Deutsche
Bank’s headquarters were raided again in
late May 2022 on suspicions of
greenwashing, with the CEO of DWS Group
resigning shortly after the raid.

Penalties/Sanctions

The ICO is clamping down on data thefts
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Notably, the first similar case prosecuted by the ICO was back in 2018 and was also linked to
vehicle repair companies. In that case, an individual working for Nationwide Accident Repair
Services (NARS) is said to have used his colleague’s login details to access thousands of customer
records without permission. The individual in this case was found to have had benefitted
financially from his illegal activity, and after criminal proceedings, was ordered to pay £25,500 in
a confiscation order.

The ICO encourages companies to revisit their cyber security controls to ensure they are
properly secured and protected against potential data thieves as cyber-attacks continue to rise.
Personal data obtained in this way can be a valuable commodity and selling it may seem to
malicious individuals like an easy way to make money. Severe penalties are expected to be
issued so that the outcome of this case serves as a deterrent to those seeking to benefit from
data theft.

the personal data of hundreds of thousands of individuals without consent, to use this
information to facilitate personal insurance claims.

Following a complex and wide-ranging criminal investigation by the ICO, these defendants will
now face prosecution for conspiring to commit an offence under section 1 of the Computer
Misuse Act 1990, relating to the alleged unlawful accessing of personal data held on computers,
and conspiring to commit an offence under section 55 of the Data Protection Act 1998 (Due to
the offences pre-dating the implementation of the current Data Protection Act in May 2018, the
relevant legislation is the Data Protection Act 1998.), relating to the alleged unlawful obtaining of
personal data.

Data Protection – How can Complyport Help?
Our experienced Cyber Security and Data Protection team is led by Martin Schofield—one of the
world’s leading specialists in the field—brings a wealth of experience to every project we are
engaged in. Compylyport can provide advice, guidance and support on cybersecurity and data
protection as well as provide a Data Protection Officer Support as a Service.

  

https://complyport.com/who-we-are/our-management-team/martin-schofield/
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Implement essential elements of UK Data Protection Act 2018 (DPA) and the General Data
Protection Regulation of the European Union EU2016/679 (GDPR), such as the principles of
data processing, data subjects’ rights, data protection by design and by default, records of
processing activities, security of processing, and notification and communication of data
breaches.
Foster a data protection culture within your organisation and with your external stakeholders
Carry out DPIAs where needed and suggest the appropriate technical and organisational
measures) to mitigate the identified risks
Support the management of Data Breaches with respect to response, notifications,
communications, and advice on corrective actions necessary to prevent losses, regulatory
complications and reputation impact.
Where necessary, provide a contact point for the Information Commissioner’s Office (ICO)
Provide solutions/answers to those data protection questions that puzzle your staff and help
with decision making when a data protection issue arise in the context of your daily business.

Our multi-faceted Data Protection Services are provided through our multiskilled team of legal,
security and operational experts when you are looking to:

If this article has raised any questions, or you think your firm may require assistance, please
contact Martin Schofield via martin.schofield@complyport.co.uk to book in a free consultation.

DPO Support as a Service
Our Data Protection Officer/Support service team, provided by an experienced and multiskilled
personnel including a Certified Data Protection Officer and Industry Practitioners, are at your
disposal when you are looking to address data protection risks and enhance your privacy
mechanisms and internal framework. Our service entails assisting you to understand and work
within the legislative complexities, which govern the processing of personal data, and at the
same time consider your business needs with respect to Information Systems, data security and
organizational processes across the full scale of your operations.

mailto:martin.schofield@complyport.co.uk
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Complyport is the City’s market-leading consulting firm supporting the UK financial services
industry for over 20 years. We specialise in providing Governance, Risk and Compliance services
to support the regulated financial services industry to raise standards and thrive.

Complyport advises and assists firms to become authorised and to comply with the rules and
requirements of regulators on an ongoing basis. Our vision is to be there for our clients every
step of the way, helping them change, grow, and excel through expertise, insight, and innovation,
and in so doing to become our clients’ most valued supplier and trusted advisor.

We have successfully assisted over 1000 firms to become authorised with the FCA and EU and are
providing regulatory support to over 600 regulated firms on an ongoing basis globally. With
presence in the UK and EU, as well as via our Associates Network, Complyport can assist firms
across multiple jurisdictions.

Complyport’s multidisciplinary consultants possess deep expertise in their field, having acted in
FCA skilled person reviews, as expert witnesses in legal cases and as expert investigators for firms
or their legal advisers.

Day to day, we conduct audits and reviews of a firm’s products, processes, policies, and
procedures to identify scope for business, to determine the impact of regulatory developments
and to verify compliance with local regulations. Our clients tell us we live our values; we are
driven, agile and collaborative.

Complyport Ltd (Head Office)
34 Lime Street
London
EC3M 7AT
+44 (0)20 7399 4980
info@complyport.co.uk

AIMA

Accredited by:

Complyport Limited is a Member of the Association of Professional Compliance Consultants and a Member of AIMA
(The Alternative Investment Management Association)

A Government-backed and industry-supported scheme that provides a clear statement of the basic controls organisations should
have in place to protect themselves. The certification defines a focused set of controls which provide clear guidance on basic cyber
security for organisations of all sizes and offers a sound foundation of cyber security measures that all types of organisations can
implement at a low cost.

© Complyport Limited 2022. All rights reserved.

The certification process, vetted also by the Bank of England, covers an audit of policies and practice in areas such as: Anti-Bribery,
Sanctions, Remuneration, Customer Treatment, Information Security, Cyber Security, Records Management, Anti-Money
Laundering, Health & Safety, Whistleblowing, Business Continuity, Diversity & Inclusion, and Environmental.


